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1. Identify Threat Scope 
2. Identify and define applicable 

Federal Law 
3. Best Practices and reporting 
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1. Protect the United States from 
terrorist attack 

2. Protect the United States against 
foreign intelligence operations and 
espionage 

3. Protect the United States against 
cyber-based attacks and high-
technology crimes 
 

Presenter
Presentation Notes
Our MissionAs an intelligence-driven and a threat-focused national security organization with both intelligence and law enforcement responsibilities, the mission of the FBI is to protect and defend the United States against terrorist and foreign intelligence threats, to uphold and enforce the criminal laws of the United States, and to provide leadership and criminal justice services to federal, state, municipal, and international agencies and partners.Our PrioritiesThe FBI focuses on threats that challenge the foundations of American society or involve dangers too large or complex for any local or state authority to handle alone. In executing the following priorities, the FBI—as both a national security and law enforcement organization—will produce and use intelligence to protect the nation from threats and to bring to justice those who violate the law.1. Protect the United States from terrorist attack�2. Protect the United States against foreign intelligence operations and espionage�3. Protect the United States against cyber-based attacks and high-technology crimes�4. Combat public corruption at all levels�5. Protect civil rights�6. Combat transnational/national criminal organizations and enterprises�7. Combat major white-collar crime�8. Combat significant violent crime�9. Support federal, state, local and international partners�10. Upgrade technology to successfully perform the FBI’s missionOur People & LeadershipOn October 31, 2013, we had a total of 35,344 employees. That included 13,598 special agents and 21,746 support professionals, such as intelligence analysts, language specialists, scientists, information technology specialists, and other professionals. Learn how you can join us at FBIJobs.gov. For details on our leadership, including a biography of Director James B. Comey, see the FBI Executives webpage.Our LocationsWe work literally around the globe. Along with our Headquarters in Washington, D.C., we have 56 field offices located in major cities throughout the U.S., approximately 380 smaller offices called resident agencies in cities and towns across the nation, and more than 60 international offices called “legal attachés” in U.S. embassies worldwide.Our BudgetIn fiscal year 2014, our total direct-funded budget is approximately $8.3 billion, including increases to enhance our cyber, counter-IED (improvised explosive device), firearms background check, and other programs.�Our HistoryThe FBI was established in 1908. See our History website and How the FBI Got its Name for more details on our evolution and achievements over the years.Our Motto“Fidelity, Bravery, and Integrity.” Learn about the origins of this motto.Our Core ValuesRigorous obedience to the Constitution of the United States;Respect for the dignity of all those we protect;Compassion;Fairness;Uncompromising personal integrity and institutional integrity;Accountability by accepting responsibility for our actions and decisions and the consequences of our actions and decisions; andLeadership, both personal and professional.



General Information 

• Privacy Rights and Constitutional Protections 
• Security and Expectation of Privacy 
• Cloud based resources 
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YouTube 2005Facebook 02/04/2004...2008Google 09/04/1998Do You have an expectation of privacy at work?  Law firm, Medical, Commercial, governmentYou are a target and physical access to a device owns it.Don’t do Illegal shit….everyone is against you.  David Kernel, Grace christian schoolCloud Computing Define:  The practice of using a network of remote servers hosted on the Internet to store, manage, and process data, rather than a local server or a personal computer. Who owns the data?Forensics?Redundancy?
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Criminal 
Law 

Employer 
Precedent 

Employer 
Policy 
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Grey Area�Little ItalyDo You have an expectation of privacy at work?  Law firm, Medical, Commercial, governmentBanner speech about regional Financial services company with no CISO, Security team meets biweekly, Physical security lacking, policy lacking, Financial Services– Huge Boise Based company no CSO, no CISO, board that meets every month for security issues, no internal employee policy controls, unconfirmed number of recordsMisidentification of US Ecological company by ISP…IP range
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National Security State Sponsored Threat actors using malware targeted for collecting, encrypting, and exfiltrating data.  We were aware of the collection targeting an individual and a Christian middle school.Brendan Morris CI Agent First criminal interviewPhysical access and I or anyone else owns you…personal devices, work devices, whatever.
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(2010, August 28). Retrieved September 23, 2014, from http://www.fbi.gov/wanted/cyberAnthem
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(2014, May 19). Retrieved September 23, 2014, from http://www.fbi.gov/news/news_blog/five-chinese-military-hackers-charged-with-cyber-espionage-against-u.sFive Chinese Military Hackers Charged with Cyber Espionage Against U.S.From left, Chinese military officers Gu Chunhui, Huang Zhenyu, Sun Kailiang, Wang Dong, and Wen Xinyu have been indicted on cyber espionage charges. �In a case out of the Western District of Pennsylvania, five Chinese military hackers were indicted on charges of computer hacking, economic espionage, and other offenses directed at six American victims in the U.S. nuclear power, metals, and solar products industries. This marks the first time criminal charges have been filed against known state actors for hacking.From 2006-2014, defendants Wang Dong, Sun Kailiang, Wen Xinyu, Huang Zhenyu, and Gu Chunhui, who were officers in Unit 61398 of the Third Department of the Chinese People’s Liberation Army, were allegedly involved a hacking conspiracy that targeted Westinghouse Electric Co.; U.S. subsidiaries of SolarWorld AG; United States Steel Corp.; Allegheny Technologies Inc.; the United Steel, Paper and Forestry, Rubber, Manufacturing, Energy, Allied Industrial and Service Workers International Union; and Alcoa, Inc.“The range of trade secrets and other sensitive business information stolen in this case is significant and demands an aggressive response,” said U.S. Attorney General Eric Holder at a press conference announcing the charges today in Washington, D.C. “Success in the global market place should be based solely on a company’s ability to innovate and compete, not on a sponsor government’s ability to spy and steal business secrets.”“State actors engaged in cyber espionage for economic advantage are not immune from the law just because they hack under the shadow of their country’s flag,” added Assistant Attorney General for National Security John Carlin. “Cyber theft is real theft, and we will hold state-sponsored cyber thieves accountable as we would any other transnational criminal organization that steals our goods and breaks our laws.”As FBI Executive Assistant Director Robert Anderson emphasized, “If you are going to attack Americans—whether for criminal or national security purposes—we are going to hold you accountable. No matter what country you live in.”http://www.fbi.gov/news/speeches/combating-state-sponsored-cyber-espionageRobert Anderson Executive Assistant Director Federal Bureau of Investigation Press Conference Announcing Charges Against Five Chinese Military Hackers, U.S. Department of Justice Washington, D.C. May 19, 2014Remarks prepared for delivery.Good morning.Today’s actions charging five Chinese military hackers with illegally penetrating the computer networks of six U.S. victims demonstrate that we will not stand by and watch other countries steal our nation’s intellectual property.It’s no secret that the Chinese government has blatantly sought to use cyber espionage to obtain economic advantage for its state-owned industries.Diplomatic efforts and public exposure have failed to curtail these activities. So we have taken the next step of securing an indictment of some of the most prolific hackers of the 3PLA.These individuals are alleged to have used a variety of techniques, including e-mails that launched malicious software to steal proprietary and sensitive information from U.S. victims.The victims have suffered significant loss as a result of the 3PLA’s tactics.Our future is being built every day by the innovation and effort of American workers and companies. None of us can afford to watch it be stolen.We believe there are many more victims. We hope that today’s actions encourage them to come forward.As stated earlier by the AG, this announcement is the culmination of several years of work by those represented on this stage and many others who aren’t here today.That includes a task force of DOJ’s National Security Division, U.S. Attorney’s Offices, the FBI’s Pittsburgh Field Office, and the Cyber, Counterintelligence, and Criminal Investigative Divisions at FBI Headquarters.This investigation has touched more than 46 FBI field offices.It is a landmark case that shows how the interaction between U.S. government and private enterprise can succeed.This first indictment of Chinese cyber actors clears the way for additional charges to be made.This is the new normal. This is what you’re going to see on a recurring basis—and not just every six months. If you are going to attack Americans—whether for criminal or national security purposes—we are going to hold you accountable. No matter what country you live in.Thank you.- Related press release: U.S. Charges Five Chinese Military Hackers for Cyber Espionage Against U.S. Corporations and a Labor Organization for Commercial Advantage
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1980 2yrs 3000 incompleteEstimated between 3000 and 4500If you think the answer to this question can be found in the volumes of the Statutes at Large, you are partially correct. The Statutes at Large is a compendium that includes all the federal laws passed by the U.S. Congress. However, a total count of laws passed does not account for the fact that some laws are completely new; some are passed to amend existing laws; and others completely repeal old laws. Moreover, this set does not include any case law or regulatory provisions that have the force of law.Law Library of Congress Reading Room Copy of the U.S. Statutes at LargeIn a conversation about this topic, a friend asked me, “What about the United States Code?” The current Code has 51 titles in multiple volumes. It would be very time consuming to go page by page to count each federal law, and it also does not include case law or regulatory provisions.
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This easy…keystroke logger, webcam/microphone, targeted credentials, passwords, credit cards hard coded domains or IPs, new signature(2014, May 19). Retrieved September 23, 2014, from http://www.fbi.gov/news/stories/2014/may/international-blackshades-malware-takedown/international-blackshades-malware-takedownSwedish national Alex Yucel and the guilty plea of U.S. citizen Michael HogueToday, representatives from the FBI New York Field Office and the U.S. Attorney’s Office for the Southern District of New York announced the results of a cyber takedown, which included the unsealing of an indictment against Swedish national Alex Yucel and the guilty plea of U.S. citizen Michael Hogue, both of whom we believe co-developed a particularly insidious computer malware known as Blackshades. This software was sold and distributed to thousands of people in more than 100 countries and has been used to infect more than half a million computers worldwide. �Also charged and arrested in the U.S. were an individual who helped market and sell the malware and two Blackshades users who bought the malware and then unleashed it upon unsuspecting computer users, surreptitiously installing it on their hardware. So far during the takedown, 40 FBI field offices have conducted approximately 100 interviews, executed more than 100 e-mail and physical search warrants, and seized more than 1,900 domains used by Blackshades users to control victims’ computers.  Protect Your Computer from Malware�- Make sure you have updated antivirus software on your computer.- Enable automated patches for your operating system and web browser.- Have strong passwords, and don’t use the same passwords for everything.- Use a pop-up blocker.- Only download software—especially free software—from sites you know and trust (malware can also come in downloadable games, file-sharing programs, and customized toolbars).- Don’t open e-mail attachments in unsolicited e-mails, even if they come from people in your contact list, and never click on a URL contained in an e-mail, even if you think it looks safe. Instead, close out the e-mail and go to the organization’s website directly.  And that’s not all. The actions announced at today’s press conference are part of an unprecedented law enforcement operation involving 18 other countries. More than 90 arrests have been made so far, and more than 300 searches have been conducted worldwide. �Malware is malicious software whose only purpose is to damage or perform other unwanted actions on computer systems. Blackshades malware—in particular, the Blackshades Remote Access Tool (RAT)—allows criminals to steal passwords and banking credentials; hack into social media accounts; access documents, photos, and other computer files; record all keystrokes; activate webcams; hold a computer for ransom; and use the computer in distributed denial of service (DDoS) attacks.We uncovered the existence of the Blackshades malware during a previous international investigation called Operation Cardshop, which targeted “carding” crimes—offenses in which the Internet is used to traffic in and exploit the stolen credit cards, bank accounts, and other personal identification information of hundreds of thousands of victims globally. We spun off a new investigation and ultimately identified one of the Cardshop subjects—Michael Hogue—and Alex Yucel as the Blackshades co-developers. Yucel, the alleged head of the organization that sold the malware, was previously arrested in Moldova and is awaiting extradition to the U.S.Our investigation revealed that several different types of Blackshades malware products were available for purchase by other cyber criminals through a website; the popular Blackshades RAT could be bought for as little as $40. In addition to its low price, the Blackshades RAT was very attractive because it could be customized by the criminals who bought it, depending on their particular requirements.Yucel ran his organization like a business—hiring and firing employees, paying salaries, and updating the malicious software in response to customers’ requests. He employed several administrators to facilitate the operation of the organization, including a director of marketing, a website developer, a customer service manager, and a team of customer service representatives.New York FBI Assistant Director in Charge George Venizelos said that today’s announcement “showcases the top to bottom approach the FBI takes to its cases...starting with those who put it [malware] in the hands of the users—the creators and those who helped make it readily available, the administrators. We will continue to work with our law enforcement partners to bring to justice anyone who uses Blackshades maliciously.” We’re currently working with Internet service providers to notify domestic victims of the Blackshades malware. But in the meantime, we’re providing information here on how to check your computer for a possible Blackshades infection.
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Little Italy, POS, 15000 recordsHealth Organization – 50 Doctors 15 offices 7000 recordsFinancial Services– Huge Boise Based company no CSO, no CISO, board that meets every month for security issues, no internal employee policy controls, unconfirmed number of recordsMisidentification of US Ecological company by ISP…IP rangeNational SWATting caseSchool impersonation SchemeNigerian SchemeSCADA BreachSchool Bomb ThreatUnauthorized email and outbound uploadsRyan Saladay with Boise based analytics firmOPM, Bluecross, anthem, Target, etc…Phishing and personal info compromise for taxes, id theft, political leverage



Protection Best Practices 

• Policy and precedent 
• Banners 
• Credentials and credentialing mechanisms 
• Repeat Passwords—Don’t (Treat them like cash) 
• Data Loss Prevention – Observing data flow 
• External Email Identification 
 
Basic Economics…Tax the Bad, incentivize the good 
• Remember the numbers 
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http://www.fbi.gov/news/testimony/combating-economic-espionage-and-trade-secret-theftFBI Outreach and Awareness EffortsTo raise public awareness and conduct stakeholder outreach, the FBI uses the Counterintelligence Strategic Partnership Program (CISPP) to mitigate the risks posed by foreign actors in illicitly acquiring sensitive technologies, advanced scientific research, classified U.S. government information, and trade secrets from private industry and academia. The CISPP network consists of more than 80 special agents experienced in counterintelligence who are known as strategic partnership coordinators (SPCs). The SPCs counter foreign intelligence threats to academia and private industry by conducting in-person classified and unclassified threat briefings. SPCs provide an early referral mechanism for reports of possible acts of economic espionage, theft of trade secrets, and cyber intrusions. Last fiscal year, SPCs conducted more than 7,500 presentations and briefings about these threats. At the national level, the CISPP manages the Business Alliance and Academic Alliance programs,2 which foster national and local partnerships between the FBI and private industry and academia.SPCs currently maintain more than 15,000 contacts nationwide, consisting of local businesses, academic institutions, and cleared defense contractors. The counterintelligence threat briefings and intelligence products provided by SPCs on current trends and indicators help companies detect, deter, and defend against attacks to sensitive proprietary information from foreign adversaries.This spring, the FBI released a new threat awareness film dramatizing the risks of economic espionage and theft of trade secrets to the American economy. Called The Company Man: Protecting America’s Secrets, this 37-minute film is based on a trade secrets case recently investigated by the FBI. In the real-life case, a group of conspirators tried to recruit a veteran employee to steal the trade secrets they needed to build a competing plant in China. The film will raise the awareness of audiences about the threat of economic espionage and theft of trade secrets and help organizations understand the indicators to watch for so they proactively detect attempts by insiders and foreign agents to illicitly acquire trade secrets and intellectual property. These showings will also encourage viewers to report suspicious activity to the FBI, and help the SPCs build relationships with contacts in local industry and academia. Copies of The Company Man DVD have been shipped to the FBI’s network of SPCs, who are showing the film and handing out educational materials during in-person screenings. The SPCs answer questions from audience members and are available for short discussions about economic espionage and theft of trade secrets afterwards.Despite the comprehensive outreach efforts undertaken by the FBI, companies which discover misappropriation of their trade secrets, even misappropriation appearing to rise to the level of criminal trade secret theft, sometimes attempt to address the issue through private negotiations or civil litigation, rather than alert law enforcement. As one example of this problem, during a recent economic espionage investigation at a company, the FBI learned the company had been victimized previously on a separate occasion but pursued a civil action instead of contacting the FBI. The FBI is currently looking into whether this earlier incident involved criminal activity. The FBI is committed to ensuring companies have an established line of communication to report concerns about possible economic espionage or trade secret theft to law enforcement. But the FBI must assure companies the government will work to protect their proprietary information from disclosure during prosecution, so that more companies are willing to come forward and report concerns about possible trade secret theft.Protecting the nation’s economy from this threat is not something the FBI can accomplish on its own. To effectively protect trade secrets, companies need to be proactive—by marking sensitive material as secret or proprietary information, limiting access to protected material, and monitoring who accesses it. Employees should receive regular training, and more frequent notices regarding company policies on protecting trade secrets. Companies should consider implementing non-disclosure agreements with employees to not divulge company proprietary information. If a given piece of information is critical to the long-term success and profitability of a company, the company should limit access to those employees who have a need to know. Further, organizations and companies should evaluate internal operations and policies to determine if current approaches are tailored to the types of risks and factors associated with trade secret misappropriation committed by corporate and state sponsors. For example, areas for evaluation might include: research and development compartmentalization, information and physical security policies, and human resource policies.Companies also need to educate their employees about some of the warning signs of insider threat, and regularly explain how to report suspicious behavior. Some of these warning signs include working odd hours without authorization; taking home company proprietary information; and installing personal software, or personal media, on company equipment. Other warning signs include short trips to foreign countries without notification or for unexplained reasons, a sudden influx of wealth, or an employee living beyond his or her means. Companies need to get employees involved in protecting proprietary information and willing to come forward and report concerns about suspicious behavior. In many cases investigated by the FBI, co-workers don’t report concerns until after an arrest.FBI investigators should be contacted as soon as an insider threat is suspected to ensure the passage of time does not hinder any investigation that may be required.
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Contact info Clark Harshbarger 
FBI Special Agent 
(208) 433-3537 
Clark.harshbarger@ic.fbi.gov 
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